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ABSTRACT: “Cyber Physical Systems” (CPS), continuously connected to the rest of the world, communicating 
autonomously with other systems and with a certain degree of autonomy for taking decisions, pose certain challenges to 
industries, but to the training of the next generation of engineers as well. The inclusion of different aspects of CPS in 
the educational programs is important to prepare the students for the development of such systems. The paper aims at 
looking at the development of CPS, identifying where and how it is important to train the students in particular. The 
core of the paper is dedicated to multi-paradigm modelling as a key enabler for mastering the complexity of CPS and 
focuses on educational challenges and relies on the authors’ experience with the SysML tool TTool and the WoPANets 
tool that implements network calculus theory. 
 
KEYWORDS: Cyber-Physical Systems, Systems Models, Computer-Aided System Design, Education. 
 
 
1 INTRODUCTION 
“Cyber Physical Systems”, or CPS for short, denote a 
family of systems that are continuously connected to the 
rest of the world, communicating autonomously with 
other systems and having a certain degree of autonomy 
for taking decisions. One can think of a fleet of drones 
that jointly perform tasks and that therefore need to ex-
change information, search for weather information, etc. 
Another example concerns autonomously driving vehi-
cles (e.g. Google Cars), exchanging information with 
each other, search for the shortest routes, getting up-to-
date weather information, etc. One may also think of the 
next generation of production systems, already some-
times referred to as Cyber-Physical Production Systems 
(Monostori, 2014).  
 
Such systems with a high degree of complexity pose 
challenges to industries, but also to educational institutes 
such as technical universities, for the training of the next 
generation of engineers to prepare them for the devel-
opment of these critical systems. The topic is not new, 
but now that such systems are gaining more and more 
attention in industrial environments the needs for im-
proved training become clearer.  
 
Whereas frequently engineers still today continue to 
reason over solutions rather than over requirements, this 
approach may induce problems in CPS development due 
to non-deterministic environment in which CPS operate 
and to the embedded intelligence of the CPS itself. A 
structured approach, addressing the overall picture, look-
ing at all of the requirements, gradually zooming in on 
designs and eventually on solutions is essential. It is 
therefore important that students can appreciate the com-
plexity of CPS in the design phase, understand the dif-
ference between the behaviour of one system and the 
behaviour of several systems working together, and 
being able to analyse the impact of different systems 
working together.  
 
Mastering complexity is an important issue in CPS de-
sign and development, and engineer-training programs 
need to address this. This is where modelling languages, 
tools and methods, successfully experienced with real-
time systems, have a role to play. Among numerous 
mature tools, the paper addresses the TTool (Apvrille et 
al., 2016) and the WoPANets (WoPANets) tools for they 
have been used in both industry projects and engineering 
training sessions. TTool edits and formally analyses 
models expressed in SysML (OMG, 2017), a wide-
spectrum systems modelling language with a high poten-
tial for CPS design. WoPANets enables proving proper-
ties on communication links, a function that usually does 
not exist in SysML tools. 
 
When training students on the development of CPS, a 
real hands-on experience allows students to really “feel” 
the complexity as well as the possibilities that such sys-
tems offer.  
 
In the paper, joint use of TTool and WoPANets is part of 
a more general discussion on the development of CPS 
and on the training of the next generation of engineers 
that will need to develop such CPS. To achieve that goal, 
the paper is organized as follows. Section 2 first gets 
back to the existing situation with embedded systems 
and highlights potential pitfalls. Section 3 continues on 
the development of CPS as a logical evolution from 
embedded systems, and derives the needs for improving 
the education of the next generation of engineers. Sec-
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tion 4 presents the TTool and WoPANets tools respec-
tively. Section 5 proposes the way in which those two 
tools together can help to address a part of the highlight-
ed educational challenges. A roadmap on how such 
things could be integrated in today’s curriculum is pre-
sented. Section 6 illustrates the use of TTool and Wo-
PANets. Section 7 concludes the paper. 
 
2 DEVELOPING EMBEDDED SYSTEMS 
With ever-faster evolutions in technology, ever more 
challenging objectives and even stronger constraints 
imposed by certifying authorities, designing embedded 
systems has changed dramatically over the last 15 years. 
This has a strong impact on all involved stakeholders in 
embedded systems design, e.g. integrators (OEM’s) or 
suppliers. 
 
It is fair to say that the overall complexity of embedded 
systems is increasing rapidly, leading to a strong need 
for support during the development cycle. As a result, it 
is no longer possible to predict with certainty the total 
system behaviour just by examining the individual com-
ponents or the sum of them. Each may have a certain 
defined behaviour, but bringing several components 
together and having the components interact may bring 
unexpected results. A strong coherent design approach is 
needed, allowing bringing the individual blocks together, 
and analysing the overall system behaviour.  
 
The structured use of a systems engineering approach in 
this respect is logical. The main phases are shown in 
Figure 1 and are discussed here. Starting from feasibility 
studies, a concept of operations, expressed user require-
ments, and several other information sources, the system 
requirements are obtained. In successive steps the de-
signs are refined step-by-step passing via higher-level 
designs into detailed designs. 
   
For certain targeted functionalities, different realisation 
technologies can be chosen, e.g. an electronic component 
vs. a software implementation. These choices lead to a 
set of activities that can be done in each of the realisation 
technologies, e.g. electrical and electronics, mechanical, 
software. For each of the retained technologies, separate 
development cycles start for the detailed design phases, 
implementation and unit tests. Each of those develop-
ment cycles has its own characteristics; for example the 
time that is needed for evolutions is inherently different 
for each of the technologies (software evolutions can be 
made significantly faster available for testing than for 
example a new layout for electronics).  
 
At the system integration stage the complete system is 
being built. Verification and validation can now continue 
Figure 1: Typical development cycle following the V-Cycle model 
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on the basis of the complete system and if final valida-
tion and acceptation by the customer take place, the 
preparation for instance for production and operations 
can take place.  
 
An iterative approach with feedback loops allows for 
getting back to earlier phases to change design options, 
or correct issues leading to an inherent recursiveness in 
the development process. A major challenge is to ensure 
that students fully appreciate the necessity of such struc-
tured approaches and that they live them accordingly. 
 
Model-based approaches are used to better support and 
guide the system designers. In the first phases of the 
development process, the Systems Modelling Language 
(OMG, 2017) can be used to specify the system’s re-
quirements and constraints. SysML allows for a strong 
inter-disciplinary cooperation. This language can be used 
with tool chains such as TopCased (Vernadat, 2006) and 
TTool (Apvrille and de Saqui-Sannes, 2013), proposing 
different model checking tools to the system designer. At 
higher design levels these models are refined, enriched 
and are often linked to other models to give more insight 
in specific areas. Co-simulation of phenomena covering 
different systems, or different physical aspects of the 
system at hand, allows for the system designer to better 
understand the different impacts (Fitzgerald et al., 2015). 
Finally, at detailed design level discipline-specific mod-
els are used for the different realisation technologies 
allowing for a full expression of the required characteris-
tics for the specific technology. A major challenge for 
students is to see the contribution of each of such models 
and to realise that it is vital to keep all of the different 
models coherent between them; any change made at a 
certain design level needs to be cascaded to the impacted 
models in a controlled manner. 
 
3 DEVELOPING CYBER-PHYSICAL SYSTEMS 
As a logical evolutionary step, CPS have seen the light 
of day, but important differences exist with embedded 
systems, which differences have an essential influence 
on the system’s behaviour. Embedded systems are char-
acterised by timed communication and information ex-
change in a controlled manner with a limited number of 
other systems; whereas CPS can observe time-delayed 
communication and interaction with an unknown number 
of (largely) unknown other systems (Jeschke, 2013). 
These characteristics make the inter-connectivity a vital 
part in the operations of the system and as such on its 
behaviour. The problem is that it is virtually impossible 
to model exhaustively this behaviour and therefore diffi-
cult to take it into account during the development cycle.  
 
An example of such behaviour can be seen with autono-
mous self-driving cars. Such a car searches for weather 
forecasts and traffic information and will privilege a 
certain route over another one depending on the received 
information. When a person crosses the road in front of 
the car, the latter will hopefully capture this presence and 
take corrective actions. The weather information, as well 
as the environment around the car detected by sensors, 
will play a vital role in the way the car will react. 
Whereas the sensors that detect the environment instan-
taneously will be able to give an accurate image to the 
car, the same cannot be said for the weather information 
and/or traffic information. Still this information will 
determine to a large extend the way the car will react. 
The behaviour of autonomous vehicles is induced by the 
not-mastered information (weather information and 
circulation of various sources, ...), meaning that the de-
veloper of the vehicle or the underlying sub-systems has 
no control on the information that the vehicle will re-
ceive, but which information is used in the reasoning 
process on board of these vehicles. This can lead to un-
predictable (emergent) behaviour (Motus et al. 2005a 
and 2005b). Since such behaviour cannot be foreseen, it 
is not possible to manage it during the development (i.e. 
eliminate unwanted behaviour or reinforce required 
behaviour). However, it is possible to take measures to 
facilitate early detection of any emergent behaviour 
during operation, allowing addressing the impact.  
 
To support engineers during the development, innovative 
cost-effective methods and tools are needed to design, 
analyse and verify the hardware and software architec-
ture of such systems components, to guarantee predicta-
bility and reliability requirements.   
 
The modelling part of CPS development needs particular 
attention (Broy, 2013). The real-time aspects of the sys-
tem(s) and the communication network, often misunder-
stood, is a crucial topic for CPS. The system designer 
needs to ensure that the system itself can provide a suita-
ble, acceptable response within the necessary time limit 
(Motus et al. 2005a and 2005b).  
 
Complex systems are systems that display behaviour that 
is unexpected, emerging, and/or unpredictable. Charac-
teristics of a complex system, as described by Flood 
(1990) and Poel (2009) typically include: 
 
• a large scale of application, 
• many parts, and many dependencies between parts 
and with the environment, 
• the involvement of many stakeholders with 
different, sometimes conflicting, interests and goals, 
requiring extensive cooperation and coordination 
throughout the system’s lifecycle, 
• decision-making by stakeholders on the basis of 
uncertain, incomplete, inconsistent, or ambiguous 
information, 
• in case of a networked system: autonomous sub-
systems with different norms and values, rules of 
engagement and agreement, communication 
architectures, and requirements for trust,  
• continuous change that may span many years, and 
• not one unique objective measure to determine the 
quality of a design. 
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CPS are part of this class of systems and the main chal-
lenge is to master this complexity.  
 
The challenges for training the next generation engi-
neers, focussing on the final years of technical universi-
ties and/or specialised Masters Programs, can be formu-
lated as follows: 
 
1. Allowing students to better appreciate the 
complexity of CPS in the design phase, 
2. Allowing students to see immediately the impact of 
changes in one system affecting the behaviour of 
another,  
3. Allowing students to better appreciate how using 
the different realisation technologies also brings a 
more complexity to the development cycle itself, 
and 
4. Allowing students to “touch” the challenge on how 
to satisfy two contradictory requirements, namely 
“guaranteeing the system predictability,” and 
“improving its adaptability” while meeting the 
certification requirements.  
 
These objectives are to be seen in addition to a normal 
engineering curriculum that includes systems engineer-
ing, control and automation, and computer science. 
 
4 TTOOL AND WOPANETS 
This section presents the tools TTool and WoPANets, 
which are used within the framework of CPS education.  
 
4.1 TTOOL 
Users of the free software TTool may develop a system 
model by following a tree-step and iterative design pro-
cess that mostly reuses the syntax of the OMG-based 
SysML (OMG, 2017) with some extensions and one 
major restriction (no continuous flow).  
 
1) Requirement capture. A Requirement Diagram hierar-
chically organizes safety and security requirements with 
explicit notion of refinement and derivation of technical 
requirements from logical ones. TTool further makes 
modelling assumptions as an explicit part of the model in 
the form of Modelling Assumptions Diagrams. 
 
2) Analysis. One or several Use-Case Diagrams identify 
the main functions and services to be offered by the 
system. Use cases need to be documented by scenarios 
(Sequence Diagrams) and flow charts (Activity Dia-
grams). 
 
3) Design. A Block Instance Diagram defines the archi-
tecture of the system. Each block has an internal behav-
iour defined in the form of a State Machine Diagram. 
 
The Block Instance and State Machine diagrams consti-
tute an executable design model. They may be step-by-
step debugged and randomly run using the simulator. 
Further, a model-checker enables formal checking of 
design models against logical and temporal properties. 
Note: TTool implements a press-button approach that 
does not request writing or reading any piece of formal 
code. 
 
4.2 WOPANETS 
To cope with the real-time issues, in particular the pre-
dictability of the overall timing behaviour, the system 
designer will need to select the right network parameters, 
in the face of the complexity described above. Without 
the support of dedicated tools, choosing the right net-
work parameters respecting the system constraints be-
comes a difficult task for the designer. Different methods 
and tools exist to perform analysis for the communica-
tion network part within the framework of an overall 
systems development approach. The WoPANets tool 
(Worst-case Performance Analysis of embedded Net-
works) is one of them, which: 
 
• performs a system level performance evaluation 
based on Network Calculus (Le Boudec 2001) 
• includes an optimization process for design space 
exploration, which allows to enhance the design 
process time and costs,  
• is capable of using input designs based on existing 
design approaches (UML, AADL), 
• integrates high-level models of the most common 
real-time networks,  
• is easy to use by any designer without any specific 
knowledge of the used analytical formalism due to 
an ergonomic GUI. 
 
Within the framework of enhancing educational pro-
grams for CPS, the WoPANets tool offers diverse possi-
bilities. 
 
5 PROPOSAL 
Whereas the necessity for special focus on CPS devel-
opment in the training programmes is clear, different 
methods can be distinguished to realise this (Atkins and 
Bradley, 2013) (National Research Council, 2015), such 
as: 
 
• enhancing existing control and automation courses 
with topics related to communication, real-time 
systems, and systems engineering, 
• reinforcing computer science courses in the final 
years of engineering studies to master the CPS 
complexity,  
• reinforcing courses on formal methods to promote 
formal verification and validation,  
• introducing special and new specialisations aiming 
at CPS. 
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As CPS require integral, multidisciplinary design, any 
new specialisation needs to propose contributions from 
the concerned domains, e.g. control and automation, 
systems engineering, computer engineering, communica-
tion, signal processing, and mathematical modelling. 
Additionally contributions can be expected on emerging 
CPS applications, such as multi-core and many-core 
architectures, artificial intelligence, internet of things, 
cloud computing and Big Data. 
 
The approach proposed in this paper focuses on the de-
velopment and the design of CPS though enhancing 
existing control and automation courses for graduate 
students and extending them with hands-on experience.  
 
The proposed approach can be applied to three different 
programs: the standard engineering program, specialised 
Master’s programs, and continuous education.  
 
• For the standard engineering program, the 
specialisation track builds on a strong common 
scientific program, a strong contribution on systems 
engineering, and specialisation courses in real-time 
and autonomous systems, as well as communication 
networks. 
 
• When looking at a specialised Master’s type of 
diploma on CPS, contrary to the example mentioned 
above, the idea is not to have a program building 
uniquely on computer and electrical engineering. 
There is also a need for mechanical engineering, 
control and signal processing. The proposal 
therefore aims at allowing persons with a Bachelor’s 
degree in mechanical engineering, aerospace 
engineering, electrical and electronic engineering or 
computer science to start this Master’s program. 
There is a need for a semester adapted to the 
students’ background to master the CPS basics, 
followed by a common course program to master 
advanced CPS features.  
 
• A similar approach can be proposed for more 
continuous-education type of training targeting 
engineers already working in industry looking for 
gaining understanding in the design of CPS.  
 
The key element of the proposed approach concerns the 
hands-on experience. In such complex development 
situations, the best way for students to really appreciate 
the inherent complexity is to allow them to play with 
such scenarios. The selected tools need to allow the 
students to draw the necessary conclusions out of their 
experiments. The hands-on experience includes model-
ling of complex systems and analysing their behaviour 
based on both simulation and formal analyses.  
 
Modelling complex systems requires a structured, step-
by-step, top-down approach. This entails amongst others 
modelling the system’s behaviour, the interfaces to other 
systems, and the behaviour of those interfaces. Hands-on 
experience is a suitable way to teach this need for struc-
tured top-down modelling approaches, while postponing 
any solution-specific issues until later. Based on a 
unique expertise on modelling techniques for system and 
software engineering, the proposal is to build upon the 
Systems Modelling Language (SysML), adapted to bet-
ter meet the expectations of real-time system designers. 
A SysML model conveys a point of view of some com-
plex systems, and the tools developed for SysML model 
analysis (simulation / verification) are key enablers for 
early detection of design errors in the design trajectory 
of real-time systems. The experience gained with real-
time systems is an asset for addressing CPS challenges.  
 
The rationale behind the use of SysML is to encompass 
the various facets of a CPS in a single model and to 
apply the later complementary analysis techniques for 
checking the system design against design errors; the 
latter include inappropriate ordering of interactions be-
tween the CPS components and time mismatches. Mod-
elling and analysing real-time behaviour and situation 
awareness, as well as handling of uncertainty in design 
parameters, will bring in an additional topic for which 
potential extensions to the modelling language; such 
extensions are subject of a separate research activity. 
Following the particular challenges related to emergent 
behaviour, the focus will be on how to identify such 
emergent behaviour early enough to allow taking the 
appropriate actions. 
 
Using the modern techniques as in CPS to bring new 
features, enhance efficiency and improve productivity 
comes at the price of security risks due to the Internet 
openness, such as intentional intrusion into the system. 
This may provoke serious problems where an incorrect 
sequence, message insertion or duplication may bring the 
CPS to behave differently than what was anticipated. 
Even worse, particular attention needs to be assigned to 
eliminate the possibilities of intentional take-over of a 
CPS at distance, which could have dramatic consequenc-
es. These security problems need to be mitigated to satis-
fy the security requirements of CPS.  
 
6 ILLUSTRATION 
The proposed approach for hands-on experience for 
learning CPS development is built around TTool and 
WoPANets (see Figure 2). 
 
The students need to develop their CPS in TTool, with 
all the features necessary to gain a full understanding of 
its requirements, the environment in which the CPS will 
operate, the other systems it will work with, the commu-
nication networks, etc. Such models should in a first step 
already allow the students to see more clearly as to the 
complete picture. Eventually other simulation models 
can be used so to enrich this picture, better understand 
some parts of it. TTool allows for executing a variety of 
analysis methods, based on simulation and formal meth-
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ods. The idea is that the complete system is as such de-
veloped within TTool. Students can perform checking of 
their models using for example the approach explained 
in (Saqui-Sannes et al., 2018). 
 
Let’s take as example autonomous vehicles driving on 
roads. The starting point of the design is for the students 
to realise the mission of such vehicles. Brazier et al. 
(2018) define the mission of autonomous vehicles as  
 
“To provide safe, comfortable, environmentally 
friendly, and timely autonomous road transportation 
of human passengers and baggage”. 
 
This includes not only transportation, but also collision 
avoidance (safety), determining and adapting the route to 
take based on actualised real-time traffic information, 
weather information, user preferences, potentially com-
munication with other vehicles driving on the road, and 
all of this energy efficient. 
 
In the modelling phase, the functional requirement “can 
determine and adapt route on the basis of real-time in-
formation on traffic, weather, user preferences, services 
on route” requires specific attention. Indeed, it consists 
of communication tasks and interpretation tasks, for the 
moment to be modelled without having identified the 
specific sub-systems that will ultimately perform these 
functions. The students are expected to explore current 
technologies to see if and how such functionalities can 
be realised and in successive steps model to propose 
solutions for such sub-systems. The same applies for the 
collision avoidance and driving control sub-systems. 
These too need to be modelled in this stage, including all 
the components that may contribute to the realisation of 
this functionality.  
 
When modelling such systems, one needs to model not 
only the vehicle and its subsystems (including the em-
bedded intelligence in the vehicle, responsible for the 
effectuation of the different reasoning tasks), but also the 
“receiving and sending” parts of the systems with which 
the vehicles communication (weather and traffic infor-
mation, other vehicles, other road services …).  
 
This modelling may bring to the light for example incon-
sistencies or situations that need to be covered. For ex-
ample, a question that merits specific attention is how to 
take on board specific and very local weather infor-
mation. Hail storms for example have a short life-time 
and take time before they are included in the “overall” 
weather forecast, by which time it may be too late.  
 
Once the students feel that all they functions and ser-
vices related to autonomous vehicles are properly mod-
elled in SysML in the TTool environment, attention 
needs to be turned to the vehicles and their communica-
tion networks. The WoPANets tool imports the design as 
from an early stage. The tool allows for performing 
worst-case analysis for the network performance, which 
will allow the student to quickly gain insight in how the 
overall system performs and where eventual adaptations 
will need to be made. To be able to perform such a net-
work performance analysis, a priori knowledge on the 
communication traffic is essential. However, it is not 
always possible for adaptive dynamic systems to know 
sufficiently in advance how intense this traffic may be. A 
first estimation needs to be done based on the available 
information, and in iterations such assumptions may 
need to be adjusted.  
 
In the case of very local weather phenomena for auton-
omous vehicles, some high-level designs are made in 
TTool using SysML, gradually adding more detail to the 
design, searching for solutions such as car-to-car com-
munication or car-to-and-from-road-services communi-
cation. In this example, the road services receive from all 
cars within a specific range up to date weather infor-
mation and make it in turn available to other vehicles 
driving in the vicinity. Note that if such a solution is 
Figure 2: Set-Up for Hands-On Experience 
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retained, that in the SysML model of the vehicle there 
also will need to be a weather information module that 
records the local weather and sends it to the road ser-
vices.  
 
As soon as sufficient information is available on the 
communication between the autonomous vehicles and 
the road services, the necessary parts of the design are 
imported into WoPANets and using the first estimations 
on the traffic intensity first analyses can be made. This 
will give a first impression on the feasibility of such a 
solution and may yield useful feedback as specific addi-
tional technical requirements to the sub-systems both on 
vehicle and road services side.  
 
In successive steps the normal development cycle as 
shown in Figure 1 is followed until the implementation 
stage is reached.  
 
Looking at the autonomous vehicles example this means 
that the different control systems and their associated 
communication to road services, weather and traffic 
information are designed to a sufficient level of detail 
that the realisation can be started accordingly. For the 
students, this means having realised a complete design, 
including the necessary sub-systems and links to other 
systems, and having gained insight in the associated 
complexity.  
 
The goal of the proposed approach is to confront in an 
interactive manner the student with the design choices 
he/she makes. Both TTool and WoPANets show a deci-
sive role in this approach, each providing a part of the 
complete picture. Such hands-on experience will allow 
the student to see more clearly in the impacts of the 
different sub-systems, and will appreciate the way they 
all work together  
7 CONCLUSION  
The paper discusses the complexity for designing em-
bedded systems and cyber-physical systems. The devel-
opment process, following a systems engineering ap-
proach, is presented, and the points where specific atten-
tion is needed are highlighted. The paper continues with 
highlighting the inherent complexity that arrives with 
cyber-physical systems, and that require additional atten-
tion during the design phase. This complexity not only 
concerns the systems themselves, but also the communi-
cation aspects play a major role.  
 
The paper discusses the use of SysML and the free soft-
ware TTool, as well as the WoPANets tool throughout 
the design trajectory of cyber-physical systems. The 
chosen approach aims at confronting final year students 
with the complexity of cyber-physical systems, letting 
them have a real hands-on experience and therewith 
gaining awareness, learning to seek for pitfalls, and fol-
lowing a well-structured approach to CPS design.  
 
Finally, the paper proposes a rough outline for inclusion 
of CPS in specialisation tracks for technical universities, 
for specialised Master’s programs, and for continuous 
education programs. 
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